ABSTRACT
of attacks comes from iDefense where they report monitoring more than 27,000 attacks last year, of which more than half were designed to covertly steal information or take over computers (Brenner, 2005) . The under reporting of computer attacks is prevalent for many reasons, and most of these reasons center on a desire to avoid negative press. Given the corporate worlds propensity to under report, other efforts and strategies are needed to examine threats and continue to raise awareness of these threats. Before such efforts can begin, a baseline of awareness levels can be used to establish an appropriate starting place.
Primarily because of today's reliance on computer networks and the Internet, it is noted that more attention is afforded to security issues that effect computer networks and the Internet. This coverage is apparent in the popular press as well as academic literature. Many journals include security articles or have special issues devoted to security and malware. For example, the August 2005, Communications of the ACM was devoted to spyware (Stafford, 2005) .
Despite the recent increase in attention given to the information systems security milieu, there is a puzzling dearth of scholarly research regarding rootkits. It is possible that this shortage has more to do with publication delay than a lack of interest among security researchers. Although rootkits have been around for 10 plus years, they have only recently appeared in the news. This is due to their invasion of the Windows world and recent high profile events such as the SONY rootkits and the early discovery of attack vector used to slip unsigned drivers past Windows Vista release candidate security.
A recent survey of 301 IT executives found that security concerns are increasing on the ranking of managements' most important concerns (Luftman & McLean, 2004) . In efforts to mitigate the threats posed to information systems security concerns, IT officials are finally beginning to devote an increasing amount of resources to threat detection and amelioration (Whitman, 2003) . The appropriate steps that may be taken to counteract security threats include increasing the number of formal security audits, providing financial commitments to holistic security practices, and increasing interest in security awareness training (Gordon, Loeb, Lucyshyn, & Richardson, 2004) .
PuRPOSE
The purpose of this article is twofold. The first purpose is to provide an understanding of the concept and potential damage of rootkits. In doing so, it is hoped that users will become cognizant of the rootkit phenomenon, thereby taking a first step in the struggle to effectively cope with the threat. The second purpose of this article is to present a cross-cultural comparison of rootkit awareness levels among end users in the United States and China. The data representing the level of awareness among users in the United States was initially published in 2006 (see Schmidt, Johnston, & Arnett, 2006) , whereas the data from Chinese users was obtained specifically for this study. The insights derived from this study will provide a baseline awareness level of rootkits and will empirically test the self-reported familiarity levels of rootkits.
MOTIVATIOn fOR u.S. AnD ChInA COMPARISOn
Recently, Chinese President Hu Jintao received a 21-gun salute, a visit to the White House, and a picture session with U.S. President George Bush. A day earlier he visited with Boeing, Microsoft, and Starbucks executives. This visit, especially with business leaders, may signal a change in what has been considerable software piracy in China and may represent a new effort to battle illegitimate copies of software and illicit use of software. Chinese government officials have pledged a crackdown on illegal software, which appears to be an effort to dismiss the notion of the Chinese as digital bandits and a combined government and business partnership to promote fair and safe software usage.
China, the world's fastest growing economy, has maintained an average 9.4% GDP growth rate for the last 27 years (Zheng, 2005) . After a late start, Chinese business and public computer usage has increased dramatically. The output of the computer hardware industry grew from RMB 5 billion in 1990 to RMB 124 billion (approximately $15.5B U.S.) in 1998 ("The Whole-View Scanning of the Electronic Information Industries in China," 1998). It is estimated that the GDP of information industries will be as high as RMB 6 trillion in 2010 ("China will become the biggest market for electronic information," 1998). As the economic reform continues, more and more Chinese businesses realize the crucial importance of using information technology and of protecting their information assets. Following the U.S., China has the world's second largest Internet user population with 110 million users (www.cnnic.net.cn). Almost one half of the users have broadband access and more than 70% of the Internet users are under 30 years old.
As more and more Chinese use computers and the Internet, computer security is becoming a serious concern. China is among the three most frequent security attack targets based on data collected during the first half of 2005 by IBM (IBM, 2005) . The report noted one million attacks on Chinese government agencies and industries during that time. Outside firms doing business in China are not immune to the security attacks. As more U.S. businesses enter the Chinese market, a study of Chinese computer user's awareness of security threats should provide useful information to both U.S. and Chinese businesses alike.
Another important reason to compare U.S. and China security awareness levels is the very different cultures of the two countries. Hofstede uses five indexes to measure culture differences: PDI (power distance index) measures the degree of equality between people in a society. IDV (individualism) measures the degree to which a society reinforces individual or collective achievement and interpersonal relationships. MAS (masculinity) focuses on the degree a society reinforces the traditional masculine work role model of male achievement, control, and power. UAI (uncertainty avoidance index) measures the level of tolerance for uncertainty and ambiguity within a society. LTO (long-term orientation) measures the degree a society embraces long term devotion to traditional, forward thinking values (Hofstede, 2003) . Figure 1 shows the scores from Hofstede's studies between the USA and China on the five cultural dimensions. With the exception of the MAS index, China and U.S. scores depict two very different cultures. China has much higher scores on PDI and LTO, which indicates greater inequalities of power and wealth among its people. This is reflected by centralized decision making in Chinese society, where the rich and powerful dominate the country. The higher LTO indicates the people value long-term commitment and are less likely to adopt changes that may deviate from its tradition or normal practices. This explains why the Chinese have a high tolerance for injustice and inequality. They hope time will bring them justice. Meanwhile, China gets much lower scores on IDV and UAI, which indicate that Chinese culture values collective achievements and community effort. A low score on UAI is indicative of a culture where people are used to following many rules and instructions.
Culture influences how security policies are formulated and implemented. Culture also determines how a society will perceive computer security threats. It is the speculation that many Chinese organizations/businesses adopt centralized security measures which shield their users from viruses and spyware attack. For example, server-side software may block most malicious attacks, closely monitor a user's computing habits, and enforce stringent security rules on software downloading and installation. Chinese computer users may view these rules as perfectly acceptable and necessary, while in the U.S. such an environment may face opposition and cause privacy concerns among users. It is also speculated that when it comes to self reporting their knowledge of security threats, Chinese users may exhibit greater modesty in relation to their U.S. peers.
Although this study investigates awareness levels of three types of malware, including spyware, viruses, and rootkits, a more detailed description is presented of the rootkit concept, as it is a more recent phenomenon and hence less well known. A thorough discussion of rootkits and their potential effects follows this introduction. The following section provides a detailed description of the survey and both the American and Chinese respondents. Next, an analysis of the data is presented. Conclusions and a call to action are presented at the end of this manuscript.
ROOTkIT DETAIL
A rootkit is a "type of Trojan that keeps itself, other files, registry keys, and network connections hidden from detection. It runs at the lowest level of the machine and typically intercepts common API calls. For example, it can intercept requests to a file manager such as Explorer and cause it to keep certain files hidden from display, even reporting false file counts and sizes to the user" (TechWeb, 2005) . A more concise definition can be found at rootkit.com, "a rootkit is a tool that is designed to hide itself and other processes, data, and/or activity on a system" (Hoglund, 2006) . The origins of rootkits can be found in the Unix world, and because they allow access at the lowest (or root) level, the term rootkit was coined.
Originally targeting Unix machines, rootkits were developed circa 1995 and, until recently, have been relatively rare on Windows machines (Roberts, 2005) . The first notable rootkit targeting Windows NT, was introduced in 1999 by Greg Hoglund who also maintains rootkit.com, a popular Web site for disseminating information about rootkit exploits (Dillard, 2005) . More recently, computer criminals and even global multinational corporations such as Sony have developed rootkits to beleaguer systems running Microsoft Windows. It seems a certainty that malware developers will continue to develop Windows rootkits (Seltzer, 2005) .
Rootkits can exert several effects on a computer system. They can hide files, processes, or registry data, most often in an attempt to mask intrusion and to surreptitiously gain administrative rights to a computer system. Further, rootkits can provide the mechanism by which various forms of malware, including viruses, spyware, and Trojans, attempt to conceal their existence from detection utilities such as antispyware and anti-virus applications. A blended threat refers to two of more malware programs, such as rootkits, spyware, viruses, and worms, acting in a symbiotic relationship in delivering a payload. A blended threat contains many advantageous features for the attacker. For instance, a spyware/rootkit blended threat would include the data gathering capabilities and performance degradation capacity of spyware (Arnett & Schmidt, 2005) with the stealth like nature and persistence of a rootkit. Not only is the resulting threat likely to cause more problems for the user, it is also more difficult to detect and remove than single threats.
Recently, rootkits have become progressively more prevalent in the networking world (Roberts, 2005) . There have been companies such as Sony, which exploit rootkits for commercial purposes (Cass, 2006; Gibbs, 2005; Graham, 2005) . Another recent use of rootkits was seen in a scheme at a university in California to obtain names and social security numbers of approximately 59,000 past, current, and potential faculty, staff, and students (Rosencrance & Figure 1 . China and U.S. scores on Hofstede's culture dimensions (Hofstede, 2003) Vijayan, 2005) . Due to the nature of the rootkit threat, more academic study is warranted.
The following section describes the details of the survey. The survey was administered to IT users at three institutions of higher learning in the United States as well as users at an institution of higher learning in China. Data analysis and results are detailed in subsequent sections.
ThE SuRVEy
The survey used in this study is based on the survey used in two previous studies (Jones, Arnett, Tang, & Chen, 1993; Schmidt & Arnett, 2005) . Both of these studies examined relatively new malware as it emerged on the computing landscape. The original study (Jones et al., 1993) focused on users perceptions of computer viruses. In the second study, Schmidt and Arnett (2005) utilized a similar instrument to assess users' perceptions of spyware. The study described herein was similar in that it investigated the relatively new phenomena of rootkits. Specifically, this study examined IT users' perceptions of rootkits, spyware, and viruses. It further compared the perceptions of users in the United States and China. The following section describes the survey, its subjects, and the analysis process that followed.
The survey used a five-point Likert scale (1 = Strongly Disagree, 3 = Neutral, 5 = Strongly Agree) for the research items and contained additional demographic items including gender, age, computer experience, education, and occupation. The subjects were college students who were enrolled in institutions during the 2005-2006 academic year. It is worth noting that, given the respondents are college students, they possibly posses a higher level of knowledge of technology than the average computer user. Previous studies have shown that majority of the computer users are young and with college backgrounds ("17th Statistical Survey Report on The Internet Development in China," 2006). A survey of such a major computer user group will provide a reasonably good understanding of the computer security awareness level. Further, these college students were readily accessible and their participation, while not required, was near 100% in both settings. This allows for currency in the reporting of the results. 
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Figure 2. Respondents by country and gender
In total, the U.S. survey was conducted with 210 subjects from three public institutes of higher learning from various geographical regions. To provide a basis for the cross cultural comparison, 278 college subjects in China completed the questionnaire. Figure  2 presents a summary of the respondents by gender and country.
The majority of the U.S. respondents were male (57%). Forty five (45%) of the respondents had 5-10 years of computer experience; while the Chinese respondents were evenly split in terms of gender and were somewhat less experienced with computers (53% had 2-5 years experience). A large number (94%) of U.S. respondents own at least one computer while fewer (63%) of Chinese respondents reported that they owned at least one computer. Table 1 presents selected demographics.
RESuLTS AnD AnALySIS
Survey responses indicate that 83.7% of U.S. and 81.3% of Chinese users have not even heard of rootkits. Not surprisingly, user knowledge of viruses was much higher. In fact, every U.S. user (100%) and 98.2% of Chinese users have known of viruses for at least 1 year. Spyware appears to have a high level of awareness with 83.8% (U.S.) and 38.4% (Chinese) of users having known of spyware for more than 1 year. These findings indicate the relative newness of rootkits and lack of awareness from the user perspective. As one may suspect, this general lack of awareness of rootkits is reflected in security practices as only 2.5% (U.S.) and 3.2% (Chinese) of users report using Rootkit Revealer detection software.
Depicted in Table 2 , comparisons of responses provided by U.S. and Chinese users suggests that there are significant differences in how the two user groups report their familiarity of rootkits, spyware, and viruses in general. For example, U.S. and Chinese users report similar levels of familiarity with rootkits; while U.S. users report higher levels of familiarity with spyware and viruses than their Chinese coun- Table 1 . Selected profile of respondents terparts. Included in the analysis is a fictitious threat, "Trilobyte," which was introduced to the study simply as a means for ascertaining the quality of the survey responses. U.S. users report higher levels of familiarity than Chinese students with the "Trilobyte" virus, although neither group reports more than low to moderate familiarity. Interestingly, both groups believe their familiarity of the "Trilobyte" virus to be greater than that of rootkits. Also included in Table 2 , perceptions of familiarity with the very real "Melissa" virus were similar among the user groups, with both groups reporting a moderate level of familiarity. As depicted in Table 3 and interpreted  in Table 4 , ANOVA techniques were used to determine if the differences between U.S. and Chinese users regarding their awareness levels of viruses, spyware, and rootkits were in fact significant. The results indicate that there are significant differences between U.S. and Chinese users on four of the eight dimensions under consideration. Results indicate that for spyware and virus familiarity, U.S. and Chinese self-re- Table 2 . Respondent perception ported levels differ significantly (P<.001); yet for rootkits, the two groups' familiarity levels are similar.
Respondents from both countries were more familiar with spyware and viruses than they were with rootkits. It is believed that it takes some time for the awareness levels of new malware to reach a point where IT users are cognizant of the threats to such a level where they can and will adequately protect themselves. A historical view of viruses finds that 79.6% of respondents were aware of viruses for 1 or more years when viruses were approximately 10 years old (Jones et al., 1993) . Schmidt and Arnett (2005) found that even though the concept of spyware was less than 10 years old, only 6% of respondents were aware of spyware for less than a year. It follows that as time progresses, users are more aware of malware in its early stages. It further appears that the time period from the introduction of a particular type of malware to widespread awareness of it is becoming compressed. Even the best prognosticative efforts reveal that only time will tell as to whether or not this pattern holds with rootkit awareness. U.S. respondents have a self-reported "better" knowledge of spyware. This is possibly due to the recent coverage afforded spyware in the popular press. The "average" person at my institution is familiar with spyware 3.85 2.29 U.S. respondents believe the average person in their organization is reasonably aware of spyware (but less aware then they themselves are). Chinese respondents believe their contemporaries are more informed than they regarding spyware.
I am familiar with computer viruses 4.21 2.40 U.S. respondents have a higher self-reported knowledge of viruses than do Chinese users. Because awareness is a critical step in prevention, it is somewhat discouraging to find the level so low among Chinese users.
The "average" person at my institution is familiar with computer viruses 4.12 2.62 U.S. respondents believe the average person to have a solid level of familiarity with viruses whereas, the Chinese report a lower awareness level. Again the U.S. respondents have indicated that their knowledge is above the average persons' knowledge whereas, Chinese users provide opposite findings.
I am familiar with the "Trilobyte" virus 1.95 1.80
No significant difference. It is encouraging to see that both groups reported a low to moderate awareness of the "Trilobyte" virus as this is a fictitious virus.
The "average" person at my institution is familiar with the "Trilobyte" virus 2.31 2.25
No significant difference. Interestingly, both groups envision that the average person at their institution knows more about this fictitious virus than they, themselves, do.
Table 4. Interpretation of differences
The under-reporting is largely due to the limited free flow of information and the lack of efficient business news reporting channels. Most news media in China are state owned. Strict rules are imposed on news media. The government uses the media as propaganda tools to publicize government policy. Unless a security breach is sufficiently severe, it is difficult to obtain news media's attention. Given the relative maturity of the computer virus concept, the belief was that awareness levels would be higher. Even with the increase in popular press reports of incidents involving rootkits, awareness regarding the pervasiveness and threats posed by rootkits remains low in both groups.
The limited awareness and knowledge of rootkits is especially alarming considering recent high-profile viruses, the Sony rootkit debacle, spyware, and other forms of malicious software in the headlines. IS journals are affording more and more coverage to computer security issues. For instance, the August 2005 issue of Communications of the ACM was devoted to the topic of spyware (Stafford, 2005) . To adequately prepare for the future of secure computing, the first step is to make users aware of the challenges that they face. Given the nature of rootkits, spyware, viruses, blended threats, and yet to be developed computer malware, we may be just beginning what will prove to be a constant battle for control of the modern computing paradigm.
COnCLuSIOn
It takes time for the level of awareness to reach a critical mass in respect to any malware. Until this point is reached, it is unlikely that users will take the proper precautions to protect themselves from this type of malware. Users in the U.S. appear to be reasonably aware of viruses and spyware. However, there is much to be done in terms of achieving that level of awareness for rootkits in both the U.S. and China. Rootkits are particularly threatening as they have the potential to cause a great deal of harm because they are designed not only to conceal themselves but also to conceal other symbiotic malware such as viruses and spyware (Seltzer, 2005) . Because of the Chinese culture's position on Hofstede's cultural dimensions index, (i.e., relatively high in PDI and LTO and simultaneously low in IDV and UAI), Chinese organizations may be very successful in implementing centralized prevention, detection, and remediation procedures. Comparatively, home users in China need to become more aware of security threats in today's rapidly changing computer security paradigm. MAS appears to be similar for both countries, thus minimal differences in security policy development is necessary based on this dimension. Considering the large discrepancy in LTO between countries, it might be necessary to exert more effort to convince Chinese uses of the long term benefits of a rigorous security policy. Given China's relatively high score in PDI, it is possible that there will be many in that culture that do not have access to computing resources. Therefore, it would be important to consider the implications of the digital divide when developing security policies and conducting computer security policies.
In many cases, awareness is the first step to providing security (Goodhue & Straub, 1989; Im & Baskerville, 2005; Siponen, 2000; Straub & Welke, 1998) . Unfortunately, consumers are not demanding rootkit detection and removal methods and antivirus software developers have been slow to add rootkit features to their protection tools. There are, however, some notable exceptions. For instance, F-Secure (http://www. f-secure.com) now includes "BlackLight," a rootkit detection tool with its "F-Secure Internet Security 2006" security suite. It seems obvious that as awareness increases, perhaps due to recent high profile rootkit abuses such as the Sony debacle, that user awareness of rootkits will increase. When the knowledge levels increase, it is then logical to assume consumers will demand more adequate protection tools and that those demands will be met by security and other vendors.
The 2005 Global Information Security Survey, conducted by Accenture, found that Chinese organizations suffer more than U.S. organizations from the effects of malware (D'Antoni, 2005) . Consequently, there is no surprise that Chinese users indicated less awareness regarding spyware and viruses relative to the U.S. users. Perhaps because fewer Chinese respondents (62.9%) compared to 93.8% of U.S. respondents own one or more computers, their exposure to threat may be limited because the owner rather than the user is responsible for computer security of the machines in question. It should be expected that these levels will increase over the next few years as malware becomes more prevalent in the computing milieu.
It is evident to many that malware poses significant threats to computer security. Given the current levels of awareness and knowledge within the user community, there are steps to be taken to increase awareness of rootkits in both the U.S. and China as well as both spyware and viruses in China. Unfortunately, it is likely that security professionals' attempts to mitigate the threats posed by malware will encounter many challenges. The first of these challenges appears to be the awareness levels among users. Unfortunately, a lack of knowledge of malware negatively effects an organization's ability to counter the effects that malware is likely to cause (Straub & Welke, 1998) . Given the aforementioned findings, it is with great anticipation that effective widespread malware amelioration will be common in the computing environment.
All malware including rootkits, spyware, viruses, and blended threats are potentially very dangerous to the computing environment. Fortunately, users need not suffer the full effect of malware if the security community can raise awareness to the point where end users will utilize appropriate detection and removal tools as part of their overall computing protection paradigm. The first step in this call to action is to use the baseline awareness levels described herein in the development of a program to increase awareness levels of malware in both countries to the appropriate level so users are prepared to understand, detect, and remove malware. It has been suggested that solid policy formulation to mitigate security risk from malware such as spyware needs to be a global effort (Warkentin, Luo, & Templeton, 2005) . In order for such a global effort to be successful, global awareness levels need to by measured and, in many cases, be raised. This article provides a baseline measurement of specific malware awareness levels for users in two prominent countries. 
